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A. YnaymmH. «PykoBomcTBO o MalfHUHTY HIU(DPOBON BATIOTHD»

3HAKOMCTBO

«Omkpotime  0ast  cebsi  nymb K PACWMUPEHUI0  (DUHAHCOBBIX
so3moxcHocmeli 6 yugpposyro snoxy. Packpoiime nomenyuan yugposvix
8aNI0M C NOMOUIBIO IMO20 UCHEPNBIBAIOWAE20 PYKOBOOCBA, BOOPYHCUBUUUC
SHAHUSIMU U HABLIKAMY, TNO360ASIOUUMU  OPUEHMUPOBAMBCS. 8  MUpe
Kpunmosantom. Om obecneueHusi OE30NACHOCHU KOUEAbK08 00 PACKDLUNUS
B03MOXNCHOCEN 3apadOmMKa — OMNAPABASLIMECL 8 NYMeEUecmeue K c6emaomy
unancosomy Oyoyuemy. Ipuwino epemst 80CnNONL308aMbCS PeBONIOUUEL
UUPBPOBLIX BANIOM U ONPEOEAUIND CEOI0 CYObOY. »

HoOpo noxanoBarh B «PyKOBOACTBO IO MOJYYEHUIO IU(PPOBOI BATIOTHl B CJIOXHBIX CUTYa-
LUAX». DTa KHUTa [IPU3BaHa AaTh YeTKUE UHCTPYKLIUH, KOTOPbIE TOMOT'YT JIIO/ISIM OPUEHTUPOBATHCS
B TIporiecce MpHoOpeTeHus] HU(pPOBOI BATIOTHI, YTOOBI OHM MOIVIM YJIyYIIUTh CBOW JKM3HEHHbIE
obcrosiTenberBa. VHpopMmanus, npencraBieHHas 3/1ech, peJHa3HaYeHa UCKITIOYUTEIBHO IS TTO3U-
TUBHBIX, KOHCTPYKTUBHBIX LieJIel, YTOOBI IOMOYb HYyKAAIMMCs. J[laBaiiTe HAYHEM:



A. YnaymmH. «PykoBomcTBO o MalfHUHTY HIU(DPOBON BATIOTHD»

I'naBa 1: ITonumanue uppoBoil BAJIIOTHI

Yro Takoe nudgponasi Bajawra?

[udposas BasoTa, TAKKE U3BECTHAS KaK KPUIITOBAJIIOTA, IIPEJICTaBIsAET OO0 hopmy Ludpo-
BOW WJIM BUPTYaJIbHOM BaJIOThl, KOTOPAsi UCHOJIb3YET KPUIITOT papUUECKyI0 TEXHOIOTHIO /17151 3aILUThI
TPaH3aKLMiA, KOHTPOJIS CO3[JaHMs1 HOBBIX €JUHUII M IIPOBEPKH Mepeaaur akTUBOB. B oTiinume ot Tpa-
JWIMOHHBIX (PMATHBIX BAJTIOT, BBITYIIIEHHBIX LIEHTPAJIbHBIMU OaHKaMU, U(POBBIE BATIIOTH padboTaIoT
HE3aBUCHMO OT KaKOro-JMOO IIEHTPAIM30BAHHOIO OpraHa, TAKOro KakK MPaBUTEIbCTBO WM (DHHAH-
COBOE YUpEsK/ICHHUE.

[{udpoBble BaOTHI OCHOBAaHbI HA JELIEHTPATU30BaHHBIX TEXHOJIOTUSIX, HA3bIBAEMBIX OJIOKYEH-
HOM, KOTOPBIE ITPE/ICTABIISIOT COOOM pacrpe/ie/IeHHbIN peecTp, KOTOPHIN 3aIMChIBAET BCE TPAH3AKIMU
B CETH KOMIBIOTEPOB. JTa IPO3pavyHas U 3alMILIEHHAs OT HECAHKIIMOHMPOBAHHOTO JOCTYIIA TPUPOAA
OoKUeiiHa 00ecrieunBaeT 1eJIOCTHOCTh U O€30MaCHOCTh TPaH3aKIIUH ¢ I(PPOBOI BATIOTON.

Camoii m3BeCTHOM IM(POBON BATIOTOW SIBJISIETCS OMTKOWH, KOTOPBI OBUT TpecTaBlieH
B 2009 roay. C Tex nop nosiBUIOCh MHOXECTBO APYIMX LHU(PPOBBIX BAJIIOT, YACTO HA3bIBAEMBIX aJIbT-
KOWHaMHM, KaXJasi 13 KOTOPHIX UMEET CBOM OCOOEHHOCTH, 11e/ U 6a30Bble TexHonoruu. [Tpumepst
MOMYJISIPHBIX albTKOMHOB BKovyaloT Ethereum, Ripple, Litecoin u Bitcoin Cash.

[udpoBble BATIOTHI MPeAJIaraioT psaja IPeMMYILIECTB, TAKUX Kak:

1. BezomnacHocte: Kpurnrorpaguueckast TeXHONOrHs, UCHONb3yeMasi B IU(POBbIX BaIIOTaXx,
obecrieunBaeT 6€30MacHOCTh M KOH(PUICHIINAIBHOCTD TPAH3aKIIUI.

2. leueHTpanu3anus: IUQpPOBbE BATIOTH HE KOHTPOIUPYIOTCS KAaKUM-TTMOO HEHTPaJbHBIM
opratHom, obecrieurBasi 60j1ee MHKJIIO3UBHYIO U OTKPBITYIO (DMHAHCOBYIO CUCTEMY.

3. I'mob6asnbHas foctynHocTh: JocTyn K g pOBbIM BaTIOTaM U MX UCIIONIB30BAHUE MOXKET IOTY-
YUTBH JTIOOOH, Y KOTO €CTh MOoAKJII0YeHHe K VIHTepHeTy, He3aBUCUMO OT MX reorpacuyecKkoro nojo-
KEHHUS.

4. Cxopoctb 1 3(pdexTrBHOCTD: TpaH3akumu ¢ nMpPOBOI BATIOTOI MOTYT ObITH 00paOOTAHBI
OBICTPO, YACTO 32 CYMTAHHBIE MUHYTHI, €3 HEOOXOAUMOCTHU B MOCPEAHUKAX.

5. Iorenuman g ¢puHaHCOBOM NOCTYNHOCTU: LIMdpoBEIE BaMIOTEI MOIYT NMPENOCTABIATh
(prHAHCOBBIE YCIIYTM HACEJIEHMIO, HE OXBAYEHHOMY OAHKOBCKMMM YCIYraMM, M OTAEIbHBIM JIMI[AM
B HE/IOCTATOYHO OOCITY’KMBAaEMBIX PaifOHaX.

BaxxHO OTMETHTB, UTO LIM(POBBIE BATIOTHI, HAOMPAsk MOMYJIPHOCTD, TAKKE MOTYT OBITh IOJBEP-
’KEHbl BOJIATUJIBHOCTU M PHIHOUHBIM pHUcKaM. [ToHMMaHMe OCHOB U IPOBEJEHHE TIATEIbHBIX UCCIIe-
JOBaHUI MMeeT pellalollee 3HaYeHue, Mpesk/ie YeM 3aHUMAaThCsl KaKoW-JIMOO0 eATeIbHOCTBIO, CBS-
3aHHOU C IU(PPOBOI BATIOTOM.

B 3TOM pyKOBOACTBE MBI PACCMOTPUM Pa3IMYHbIE METO/Bl MONy4YeHUs1 LU(PPOBON BAIOTHI,
rapaHTUpys, YTO MOJTyYEHHblE 3HAaHUS OyayT MCHOJIb30BaHbl B MO3UTUBHBIX LIEJISAX U JJIS TIOMOLIM
TEM, KTO HaXOIUTCS B TPYAHBIX CUTYaLUX.
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IIpenMymecTBa 1 NOTeHIHAJbLHBIE 00J1aCTH IPUMeHEHUS

[MucpoBbie BamOTH NpeAaraloT MHOXKECTBO MPEMMYILECTB ¥ UMEIOT OTEHLMAT 1711 Pa3iny-
HBIX IIPUMEHEHUI B pa3HbIX oTpacisax. [loHnMaHue 3TUX IpeuMyIIecTB MOKET IIOMOYB JIIOASAM IPH-
HUMaTh OOOCHOBAHHBIE PeIleHrsI 00 UCTIOb30BAaHMU (P POBBIX BATIOT B CBOEH KM3HU. BOT Heko-
TOpBIE KJIIOYEBBIE MMPEUMYIIIECTBA M IOTEHIUAIbHBIE 0OIACTH TPUMEHEHHUST:

1. ®unancoBas noctynHocTh: [ndpoBbie BamoThl MOTYT IPEAOCTaBIIATh (PMHAHCOBBIE YCITYTU
JMIaM, HE UMEIOIIMM JIOCTYIa K TPAJAUIIMOHHBIM OaHKOBCKMM crcTeMaM. Vmest Toibko cMapTdoH
U MoJKTIoueHre K VIHTepHeTY, JII0IU B perMoHax ¢ HeAOCTATOYHBIM YPOBHEM OOCITYKUBAHUSI MOTYT
y4acTBOBaTh B MUPOBOI SKOHOMUKE, OTIIPABJIATH U TOJMYYaTh CPEACTBA U O€30MaCHO XPAaHUTH IIEH-
HOCTH.

2. Bonee HM3KKE TpaH3aKUIMOHHbIE U3AEPXKKU: TpaH3akuuu ¢ HM(POBON BaIIOTOW YacTO CBS-
3aHbI ¢ 60JIee HU3KMMU KOMUCCHUSIMH T10 CPABHEHHIO C TPAIUIIMOHHBIMU (DMHAHCOBBIMU CUCTEMAMHM,
0COOEHHO 32 TPaHCTPAaHWYHbIE TIEPEeBOAbL. DTa SIKOHOMHYECKAs! 3(P(PEKTUBHOCTH MOXKET MPUHECTU
T0J1b3Y YACTHBIM JIMLIAM U IPEANPUATHSAM, TI03BOJISISI UM SKOHOMUTD JIEHBI'M HA KOMUCCHSIX 32 TPaH-
3aKIHH.

3. Brictpeie 1 3¢ pekTuBHbIe TpaH3akuuu: TpaH3akiuu ¢ UQPOBOI BaTIOTOW MOTyT 0Opa-
OaThIBATLCS OBICTPO, YCTPaHsAsA HEOOXOAMMOCTh B TIOCPEHUKAX U COKpaIas BpeMsl pacueToB. JT1a
3(PEKTUBHOCT OCOOEHHO BHITOAHA ISl CPOYHBIX TPAH3AKIIMI, TAKMX KaK MEXIyHAPOIHBIE EHEXK-
HBbIE N1EPEBO/IbI I OTHOPAHTOBbIE ILIATEKHU.

4. besomacHOCTb M KOH(uAEHIMaIbHOCTh: Kpunrorpaguueckass TexHOJOTUs, Jexalas
B OCHOBE IU(POBBIX BATIOT, 0OeCreYnBaeT Oe30MacHOCTh M KOH(UICHIIUAIBHOCTh TPAH3aAKIIHUIL.
Meroapl mmdppoBaHUs 3aUMINAIOT UICHTU(UKALMOHHBIE JaHHBIE MOJIb30BaTesell U 3aTPyIHSIOT
MoIIeHHuYecKue nerctBus. Ilonp3oBarenn KOHTPOIMPYIOT CBOU 3aachl HU(POBOI BAIIOTHI U MOTYT
BBIOVPATh KeJaeMblil ypOBEHb KOH(PUACHIIUMATBHOCTH.

5. JletieHTpanu3aiys 1 mpo3padyHocThb: LludpoBbie BaTIOTH padOTAIOT B ICIIEHTPATU30BAHHBIX
CeTsIX, Kak MpaBUJIO, HA OCHOBE TEXHOJIOTUH OJOKYelH. Takasi AeleHTpaiu3alys yCTpaHsIeT Heoo-
XOAMMOCTD B TIOCPETHUKAX, TAKUX KaK OaHKH WJTH TUIATEXHbIe CUCTEMBI, U CHIKAET PUCK BO3HUKHO-
BEHMsI €/IMHBIX TOYEK OTKa3a. Kpome Toro, mpo3paynbiii XxapakTep OJI0KYEiHA TTO3BOJISIET MOJIb30Ba-
TeJISIM CaMOCTOSITENIbHO MPOBEPATh TPAH3AKLIUU.

6. CMapT-KOHTpaKThl M MporpamMmmupyemMocTb: Hekotopble LM(ppOBbIE BaTIOTHI, TaKUe Kak
Ethereum, noagep:xuBalOT cMapT-KOHTPAKThl. DTO CAMOUCHOJHSIOIIMECS KOHTPAKThl C 3apaHee
OIpEJEJICHHBIMU YCJIOBUSIMU, KOTOpbIE aBTOMAaTUYE€CKU MPUMEHSIIOTCS IIPYA BBIIIOJTHEHUU YCJIOBU.
CMapT-KOHTPAKTHI IO3BOJISIIOT UCIIOIB30BaTh INMPOKUI CIIEKTP MPUIIOKEHUI, BKITIOYas IeLIEHTpaIu-
3oBaHHble (puHaHCh! (DeFi), nenenrpanuzoBannbie npuioxeHus (AApps) U TOKEHU3AIMIO AKTUBOB.

7. MuKporiatexu u 1ojeBoe BiajeHue: [[udppossie BaTIOTH 00JIEr4aloT MUK POIUIATE KU, O3~
BOJISIsI 9KOHOMHO TEPEBOIUTH HEOOJBIINE CYMMbI CTOMMOCTH. DTO OTKPHIBAET HOBBIE BO3MOKHO-
CTH TSl MOHETH3aLUH II(POBOro KOHTEHTA, MOIAEPKKHI aBTOPOB M CO3aHKs HOBBIX OM3HEC-Mofe-
neit. [loneBoe BiajieHNe aKTUBAMU, TAKUMH KaK HEIBUKUMOCTb WJIM UCKYCCTBO, TAKKE MOXET OBbITh
JOCTUTHYTO C MOMOIIIBIO U(POBBIX BAJIOT, MOBHIIAS TOCTYITHOCTb U JIMKBUIHOCTb.

8. Tpancrpannunble TpaH3akuuu: Lludposbie BATIOTH BBHIXOAT 32 PaMKU reorpagpuueckux
rpaHuil, odecreunBasi OeCrpensITCTBEHHbIE TPAHCTPAHUYHBIE TPaH3aKIMK. OHU YCTPAHSIOT HEOOXO-
JMMOCTb B KOHBEPTALIMU BAJIIOTHI, TOCPEAHMKAX U ITTUTENIbHBIX IIEPHOJAX PACUETOB, UTO JIEIAET MEXK-
AYHAPOIHYIO TOProBiIio 6osnee 3 PeKTUBHOI.

9. VHHOBalIMM M TEXHOJOTMYECKHEe IOCTHKEeHUs: PocT 1u(pOBBIX BAIIOT CIIOCOOCTBOBAT
MHHOBAIMSAM B Pa3IMUHBIX 00JacTsx, Bkmovass uHaHcoBble TexHonoruu (FinTech), paspabotky
OJIOKYEHHOB M JIEIIEHTPATM30BAaHHbIE TIPUJIOKEHUS. DTU JOCTHKEHUS 00NAIAl0T MOTEHIIUAIOM 151
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M3MEHEHHUs TPAAULIMOHHBIX OTPACyell MPOMBIIIEHHOCTH U CO3JaHUsI HOBBIX 9KOHOMUYECKUX BO3-
MOKHOCTEH.

OTH NPEeUMYIIECTBA U MOTEHIIUAJIbHBIE MPUIOKEHHS TOYEPKUBAIOT MPEoOpasyoIlyi0 CUITY
IM(pPOBBIX BAIOT. Vcnonb3ys 3TM BO3MOKHOCTH, JIIOAW MOTYT MCCIIEIOBATh HOBBIE BO3MOKHOCTU
IJIs1 paciupeHnst (PMHAHCOBBIX BO3MOXXHOCTeH U Oosee 3(Pp(PEeKTUBHO OPUEHTHPOBATHCS B CIIOKHBIX
CUTYaLUSIX.
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Tunsl ucppoBoi BAIOTHI (Hanipumep,
burtkoin, Id¢gupuym u T. /1.)

[udposas BamoTa BKIOYAET B ceOs MUPOKUI CHEKTP KPUNTOBATIOT, KaXaas U3 KOTOPBIX
MMeeT CBOM 0COOEHHOCTH, Oa30BbIe TEXHOJIOTUH U LIeJT. BOT HEKOTOpbIe U3 puMeYaTebHbIX THITOB
1M POBOI BAJTIOTHI:

1. Butkoiin (BTC): BuTkoiiH — nepBasi 1 camasi U3BeCTHas U poBast BAIIOTA, TPEICTaBICHHAS
B 2009 romy. OH paGoTaeT B IelIeHTPAIM30BAaHHON CETH U UCTIONb3yeT MEXaHU3M KOHceHcyca Proof -
of-Work. BUTKOVH B OCHOBHOM UCIIOJIb3YeTCs B KauecTBe CpeicTBa cOepekeHus U CpeicTBAa OOMEHa,
CTpeMsICh 00ECTIeUUTh aTbTePHATUBRY TPAIUIIMOHHBIM (DPHATHBIM BAJTIOTAM.

2. Ethereum (ETH): Ethereum — 310 miatgopma Ha OCHOBE OJIOKYElHa, KOTOpasi MOJIePKu-
BaeT CMapT-KOHTPAKTHI U ACIIEHTPaIN30BaHHbIe MTpuiioxkeHus (dApps). DTo MO3BOJISAET pa3padOTUn-
KaM CO371aBaTh M pa3BepThIBATh CBOM COOCTBEHHbIE MpHIIoKeHus B cBoell cetu. Ddup (ETH) sBns-
eTcsl HaTUBHOW KpunToBamoTor Iardgopmel Ethereum u vicnonb3yeTcst 17151 BBIIOJIHEHUS CMApT-
KOHTPAKTOB M B KaUeCTBE CpPeCTBa OOMEHa.

3. Ripple (XRP): Ripple — 310 1 g poBas BamoTa, 1 MJIaTEKHbII IPOTOKOJI, TPeJHA3HAYEH-
HBII 17151 OBICTPBIX M HEJJOPOTMX MEXAYHAPOIHBIX IEHEXKHBIX MepeBofoB. OH HarpasjieH Ha obecrie-
YyeHue Oe30MacHBIX U MIHOBEHHBIX TPAHCTPAHUYHBIX TPAH3AKIUI MeX Ty (PMHAHCOBBIMH YUpeskK/ie-
HussMU. XRP — 310 HaTMBHAA KPUIITOBAIIOTA, UCIONb3yeMasi B cetu Ripple.

4. Litecoin (LTC): Litecoin — 310 omHOpaHroBas 1ug)poBast BaI0Ta, KOTopas Obla co3JaHa
Kak «oOneryeHHas» Bepcusi burkorina. OH npeyiaraeT 6osee ObICTpoe MOATBEPKACHUE TPAH3AKIIUI
Y UCMOJIb3YeT APYrod ajJropuTM XelMpOBaHUs MO HazBaHueM Scrypt. Litecoin cTrpeMuTcs craTh
oonee a(pdekTrBHOM IUGMPOBOI BATIIOTOM ISl IOBCEAHEBHBIX TPaH3aKIINH.

5. Bitcoin Cash (BCH): Bitcoin Cash — 310 kpunroBasora, NosiBUBLIASCS B pe3y/ibTaTe Xapil-
dopka opurnHansHOI cetu Bitcoin B 2017 romy. OH OblT cO37aH AJisl pelieHus MpoodieM MacliTa-
OoupyeMocTH 1 oOecrieueHrs OoJiee OBICTPBIX U AelIeBbIX TpaH3akimil. Bitcoin Cash mopaepkxuBaer
JELEHTPAIM30BaHHBI U OJHOPAHTOBbIM XapakTep butkoiiHa.

6. Cardano (ADA): Cardano — 310 OnoKueiH-TuIaTpopma, 1eIblo KOTOPOU SIBJISIETCS Tpeo-
cTaBjieHre 6e30MacHON U MacITabupyeMoil MHPPaCTPYKTYphI AJIs pa3pabOTKH AeleHTPATU30BaH-
HBIX TIPUJIOKEHUIN U cMapT-KOHTpakToB. ADA sBisiercss HaTMBHOM KpunroBaioton cet Cardano
Y WCTIONB3YETCs AJIs1 PA3IMYHBIX TPAH3AKIMIA BHYTPH SKOCHCTEMBI.

7. Stellar (XLM): Stellar — 310 GiokueiH-11aThOpMa, OPUEHTUPOBAHHASI HA OOJIerYeHre ObICT-
PbIX U HEAOPOTHUX TPaHCIPAHUYHBIX TUTaTeskedl. OH HampaBlieH Ha 00beIMHeHUe (PMHAHCOBBIX yUpe-
KJEHUM, TUIATEKHBIX CUCTEM M YaCTHBIX JIUI 110 Bcemy Mupy. Stellar Lumens (XLM) — 310 coOcTBEH-
Hasi KPUNTOBAJIIOTA, UCTIOJIb3yeMasi Uil TPAH3aKIMI M B KaYeCTBE MPOMEKYTOUHOU BATIOTHI.

8. Polkadot (DOT): Polkadot — 310 MHOroI1eTIOUeYHas 1IaTdopma, KOTopasi MO3BOJISIET pa3-
JIMYHBIM OJIOKYeHAM B3aUMOJIEHICTBOBATh M 0OOMeHUBAThCs1 MH(popMarveid. OH HallpaBJIeH Ha CO3/a-
HHUE MacmTadnupyeMoil M (PyHKIIMOHAIBHO COBMECTHMOW IKOCHCTEMBI IJIsl JICIIEHTPATN30BAHHBIX
npunoxeHuid. DOT — sto HatuBHas kpunroBamoTta cetu Polkadot.

9. Binance Coin (BNB): Binance Coin — 3T0 coOcTBeHHasi KpurtoBamora oup:xu Binance,
OJIHOM M3 KPYIMHEHNIIHMX KPUNTOBATIOTHBIX Oupsk B Mupe. BNB ucnonb3yercst 4151 pa3inyHbIX 1eNeH,
BKJIIOUasl CHMKEHHME TOPIrOBBIX KOMHCCHUI, yyacTHe B Mpojaxax TokeHoB Ha Binance Launchpad
Y JIOCTYTI K IPYTUM CepBUCaM B 9KocKcTeMe Binance.

10. Monero (XMR): Monero — 310 KpUIITOBATIOTa, OPUEHTUPOBAHHAS HAa KOH(UAEHIIUATb-
HOCTb, KOTOpasi JieJIaeT yIop Ha aHOHMMHBIE M HEOTC/Ie)KMBaeMble TpaH3aklui. OH UCTIONb3YeT repe-
JOBbIe KpUNTOrpapuuecKre MeTOAbl )i 0OeCTIeueHU sl TOBBIIIEHHOW KOH(PUICHIINATLHOCTH U B3a-
MMO3aMEHSIEMOCTH 110 CPABHEHUIO C APYTUMHU II(PPOBBIMU BATTIOTAMH.

10
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ITO BCEro JIUIIIb HECKOJIBKO MTPUMEPOB U3 MHOKECTBA IIU(PPOBBIX BATIOT, JOCTYITHBIX HA PHIHKE.
Kaxnas nudpoBast BaJII0Ta IMeeT CBOM YHUKAJIbHbIe 0COOEHHOCTH, COOOIIECTBA U BAPUAHTHI UCTIONb-
30BaHuA. BaxHO MMPOBECTU THIATCJIBHOC HCCICAOBAHUE U TIMOHATHL KOHKPETHBIC XapaKTCPHUCTHUKU
M000# UM POBOI BATIOTHI, MPEXAe YeM B3aUMOICHCTBOBATh C HEMl.

11
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HpaBOBbIe ACIICKTHI ! IIPpAaBUJIA

[Tpu pabote ¢ 1MPPOBLIMU BATIOTaMK BaXKHO 3HATh O IOPUAMYECKUX ACHEKTaxX WM MpaBUJIax,
KOTOpBIE MPUMEHSIOTCS B Ballel opucaukuuu. [IpaBoBo nanamadt, okpykawolmil nudpoBbie
BaJIIOThI, MOKET 3HAYMTEJILHO pa3inyarhCs OT OHOW CTpaHbl K ApPYroil. BoT HECKOIBKO KIIIOUEBBIX
MOMEHTOB, KOTOPBIE CJIEYEeT YUUThIBATh:

1. HopmatuBHO-TipaBoBast 6a3a: Pa3Hble cTpaHbl MPUHSIIN Pa3InHy0 HOPMATHBHO-TTPABOBYIO
6a3y 1t 1 poBbIX BaTOT. HeKoTOphble M3 HUX BBEJM B AEHCTBHE KOHKPETHOE 3aKOHOIATETHCTBO
WIA HOPMAaTHUBHBIE aKTbl, PETYJIUPYIOLIUE UX UCIIOJIb30BAHUE, B TO BpeMsl Kak Jpyrue, BO3MOXKHO,
M3JaJI1 PYKOBOJISIIME TPUHLIUIIBI UJIU PEIOCTABUIIM Pa3bsICHEHU ] OTHOCUTEJILHO UX IIPABOBOIO CTa-
Tyca. Bynpre B Kypce M3MEHEHUIl B 3aKOHOJATENbCTBE Balllel CTpaHbl U oOecredbTe COOMOICHUE
COOTBETCTBYIOLIMX 3aKOHOB 1 HOPMAaTUBHBIX AKTOB.

2. IpaBuna «3Haii cBoero kareHTa» (KYC) u «boprda ¢ otmbiBanueM nexner» (AML): MHo-
rve IOpUCAMKIUK TpeOyIoT, YToObl OUpkH U TUIaT(opMbl M(PPOBBIX BaOT BHeAps Mepbl KYC
u AML. D1u npaBuia HarpapJieHbl Ha MPEIOTBPALLEHUE OTMbIBaHUS JIEHET, (PMHAaHCUPOBAHUS Tep-
popu3Ma U Jpyrux He3aKOHHBIX JeWCTBUI. BIp:xu MOryT moTpedoBarh OT MoJIb30BaTelield mpeJocTa-
BUTb JOKYMEHTBI, YOCTOBEPSIOIIME JIUYHOCTD, ¥ OATBEPAUTH CBOIO JIMYHOCTD MEpe]] COBEPIIEHUEM
TpaH3aKLUH.

3. Hayoroo6noxenvie: Hasorossie 00s13aTebCTBa, CBA3aHHBIE C IIU(POBHIMY BATIOTAMH, Pa3-
JIMYAIOTCS B 3aBUCUMOCTH OT I0pUCIUKIMKU. HeKoTopble cTpaHbl paccMaTpuBalOT LUM(PPOBbIE BATIOTHI
KaK aKTHBBI, OOJaraeMple HAJIOTOM Ha TIPUPOCT KallUTala, B TO BpeMs Kak JIpyrue MOTyT Kiaccu(pu-
[IUPOBaTh UX Kak (pOpMy BAIIOTHI IS Liesield Hasiorooonoxenust. O3HAKOMBTECh C HAJIOTOBBIM 3aKO-
HOJIATEJILCTBOM M TPEOOBAHMSMHU K OTYETHOCTH B Ballleil CTpaHe B OTHOIIEHUH OTeparuil ¢ g po-
BOI1 BAJIIOTOM, BKJIIOYAsl MIOKYIIKY, POIaXy U MAHUHT.

4. TlonoxeHne o LEHHBIX Oymarax: B HEKOTOpBIX Cilydasix I pOBbIE BATIOTH WM TOKEHBI
MOT'YT OBITh KJ1aCCU(UIIMPOBAHBI KaK IIEHHBbIE OyMaru, 4To NoanagaeT Mojl JONOIHUTETbHbIE HOpMa-
THBHBIE TpeOoBanus. [leppuunbie npeaoxenus MoHet (ICO) v mpoaxu TOKEHOB MOTYT MOIAJATh
TOJ1 ISMCTBUE MPaBWII LIEHHBIX Oymar, B 3aBHCMMOCTH OT KOHKPETHBIX XapaKTEPUCTHK IpeIoxKe-
HUs. [TpOKOHCYIBTUPYHTECH C IOPUIMYECKIMY SKCIEPTAMU WM PETyIMPYIOIIMMUA OpraHaMu, YTOObI
obecneunTh COOMIOIEHNE 3aKOHOB O IIEHHBIX OyMarax, eci Bbl y4acTByeTe B IMPOJIAKe TOKEHOB MU
JesITeIbHOCTH TI0 COOpY CPEJICTB.

5. 3ammra npaB norpeduTeieit: 3amura mpaB NOTpeOUTeNeH IBISIeTCS BAXKHBIM aCTIEKTOM Tpa-
BOBBIX aCIIEKTOB, CBSI3aHHBIX C IM(PPOBBIMHU BamoTamu. HopMaTuBHbBIE aKThl MOTYT OBITh HAIpaB-
JIeHbI Ha o0OecTieueHre PO3pPavyHOCTH, MPEJOTBPAILICHNE MOIIEHHUYECTBA U 3aIIUTY CPEJCTB TOJb-
3oBaresieil. ByabTe OCTOPOKHBI TPYU B3aMMOAEHCTBHH C IIaThOopMamMK ¥ OMpKaMH IIUPPOBBIX BATIOT
Y 110 BO3MOKHOCTH BBIOMpAliTe aBTOPUTETHBIE U PETYIMPYEMble OpraHU3aIHH.

6. MexyHaponHble rpaBuia: Eciu Bl yyacTByeTe B TpaHCTPaHMUHBIX CIEJIKax WM paboTa-
eTe B HECKOJIbKMX IOPUCAUKIMAX, YUUTHIBAITE MEX IyHAPOAHbI HOPMATHBHO-IIPABOBOM JIaHJIIAT.
B pasHbIX cTpaHax MOryT ObITh pa3Hble NpaBuJIa U TpeOOBaHMS K I POBBIM BaIIOTaM, ¥ COOJTIOfIe-
HUE TUX MPaBUJI HEOOXOAMMO, YTOOBI N30€KaTh OPUIMUECKUX TTPOOIEM.

7. IOpuanueckas KOHCY/IbTalMsl: YUUTHIBas CIOKHOCTh M MEHSIOIIMICS XapakTep peryimpo-
BaHMsI IM(POBBIX BAIIOT, OOpaIlieHre 32 I0PUANIECKON KOHCYIbTAIMeN K MpogecCHOHaNaM, UMeIo-
UM OMBIT pabOTHI B 00JIACTH 3aKOHOIATENILCTBA O KPUITOBAIIOTE, MOXET JaTh IEHHbIE PEKOMEH/ 1a-
[IMM ¥ 00ECTIeUnTh COOMOAEHNE IPUMEHUMBIX MTPABUIL.

[MomuwuTe, uTO 3TA MH(POPMAIHS COAEPKUT OOIIUI 0030p, 2 KOHKPETHBIE I0PUANIECKUE CO00-
pa’keHus1 MOTYT Pa3/In4yaThCs B 3aBUCHMOCTH OT Ballleil I0pUCAUKIMU. Bynpre B Kypce U3MEHEeHUI
B 3aKOHOJATENbCTBE, KOHCYIBTUPYUTECH C IOPUCTAMH M 0OecreunBaiTe coOMOIeHNEe TPUMEHNMBIX
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3dKOHOB 1 HOPMATHUBHBIX AKTOB B BallIEeM PETUOHE JId BEACHUA NEATEIbHOCTU C L[HCI)pOBOfI BaJIIOTON
B 3aKOHHBIX 1 OTBETCTBCHHBIX paMKaX.
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I'raBa 2: 3amura nucpoBoro KomeabKa

Br100op npoBaiijjepa nu¢poBoro KouiejabKa

Br160p Hage:KHOrO ¥ 6e30MaCHOro MOCTABIIMKA I(POBBIX KOIIEIbKOB UMEET BaKHOE 3HaUe-
HUe U1 0e30I1aCHOro XpaHeHUs U yrpapiieHus Baulell LudpoBoi BamoToid. Bor HekoTopele (ak-
TOPBI, KOTOPBIE CJIe/lyeT YUUTHIBATH PH BHIOOPE MOCTABIIMKA [I(POBOrO KOIIEIbKA:

1. Be3onacHocTb: Be3omacHOCTh JOMKHA OBITH IJIABHBIM MTPUOPUTETOM TIPHU BBHIOOPE TTOCTaB-
IIMKa KollesbKa. Miure nocTaBIMKOB, KOTOPBIE ITPeJIaraloT HaJJeKHble Mepbl 0€301aCHOCTH, TAKUE
Kak AByx(akTtopHas ayreHTudukams (2FA), mmdpoBanue 1 BO3MOKHOCTH MyJIbTUNIONNUCH. V3y-
YHTE TIOCTY)KHOH CIMCOK MpOBaiiepa KoIlelbka B OTHOIIEHUH HapyIIeH!d Oe30MacHOCTH WM ys3-
BUMOCTEN.

2. Tun xoresnpka: [{udpoBsle Koleabk ObIBAIOT Pa3HbIX TUIIOB, KaK/AbIA U3 KOTOPBIX UMEET
CBOM 0COOEHHOCTU. K OCHOBHBIM BHUaM OTHOCATCS:

a. IIporpaMMHBble KOIIENbKU: DTH KOLIETbKU MPECTABIAIOT COO0M MporpaMMHBIE IIPUIIOKE-
HM1, YCTAHOBJIEHHBIE Ha BallleM KOMITbIOTEPEe UM MOOMIJIBHOM YCTPOMCTBE. MIX MOXHO pa3/iesuTh Ha:

— HacronbHble KOIIeNbKU: YCTaHABIMBAIOTCS Ha Balll KOMITIBIOTED, MTPEAOCTABIIASA BaM MOHBIN
KOHTPOJIb HaJ] BaIllIUMU 3aKPbITHIMU KJTIOYAMU U CPEACTBAMMU.

— MoOubHBIE KOIIETbKY: TPEeAHA3HAYCHBI TS UCTIONB30BAaHMsI HA MOOHMJIBHBIX YCTPOMCTBAX,
npejsaras y1o0cTBO U OPTaTUBHOCTb.

— Beb-kormenbku: 1ocTyI uepes Bed-Opay3epbl, 00eCeunBaloIri JOCTYITHOCTb Ha Pa3InIHBIX
YCTPOICTBAX, HO C PUCKOM MOTEHLHMAJIbHBIX YSA3BUMOCTEN O€30M1aCHOCTH.

b. AnmaparHble KOLIENbKH: DTH (PU3MUECKHe yCTPOWCTBA OOECTIEUMBAIOT JIOTIOJHUTEIbHBIH
YPOBEHb O€30MaCHOCTH, COXPaHsSA BAllM 3aKPBIThIE KJIIOYM B aBTOHOMHOM pexume. OObIYHO OHU
CUMTAIOTCS OIHUM U3 CaMbIX O€30MacCHBIX BapUAHTOB.

c. Bymaxxnsie komenbku: OHM BKITIOYAIOT B ceOst co3aHre OyMaXHOTO JIOKyMeHTa, Colepxka-
I1IET0 BAIIM 3aKPBIThIE U OTKPBITHIE KJII0UYM. ByMakHbIe KOIIEIbKN HAXOAATCSA B ABTOHOMHOM PeXUMe
¥ MOTYT 00ECIeunTh OE30MacHOe XOJIOAHOE XpaHeHUe AJISl JOJITOCPOYHBIX BIAJAEHHUH, HO TPeOyIoT
OCTOPOXKHOT0O OOpAIEHNS U 3AIUTHI OT (PU3HMUECKOrO MOBPEXAECHUS WA TIOTEPU.

BriGepute THIT KOITIE/IbKa, KOTOPBI COOTBETCTBYET BAlIMM MOTPEOHOCTSIM M MTPEIIOYTUTEb-
HOMY YPOBHIO O€30I1aCHOCTH.

3. VaoOusiii wHTepdeiic: MimuTe MocTaBIMKa KOIENIbKa, KOTOPBIA Tpeaiaraet ymaoOHbIH
uHTepdeic, yNpoIanIIi OTIIPaBKY, MOJTyYeHUEe U yIIpaBJieHe Ballerd HudpoBor BamoTou. MHTy-
WTHUBHO MOHSATHBIN AW3aiiH M NMOHATHAsA HaBUrallMsl MOTYT 3HAUUTENIBHO YJIyYIIUTh paOoTy Ballero
KOLIEJIbKA.

4. CoBMeCTUMOCTb: YOeIuTeCh, YTO KOIIEJIEK COBMECTUM C IM(POBBIMU BATIOTAMH, KOTOPBIE
BBI cCOOMpaeTech XpaHuTh. He Bce Kolenbky MoiepKMBaloT Bee TUIBI MG poBbIX BamoT. [IpoBepbTe
NOJ/Iep’KMBaeMble BATIOTHI Ha BeO-caiiTe MpoBaiiiepa WK B MIPUJIOKEHUH KOIIENIbKA.

5. PazButue u nmoggepikka cooomecTBa: YUNTHBANUTE PEIyTalMIo U MOAAEPXKKY cOOOIIecTBa
BOKPYT ITOCTaBIIHMKA KOIIeJbKa. M3yunTe Mx KoMaHay pa3paboTIMKOB, (POPYMbI COOOIIECTBA U TTPH-
CYTCTBHE B COIIMAIBHBIX CETSIX, YTOOBI OLICHUTh UX PEAKIIMIO Ha IPOOIEMbl 1 OOHOBJICHUSI.

6. BapraHTbl pe3epBHOIO KONMPOBAaHUSA U BOCCTAaHOBJIEHUA: [10CTaBIIMKY KOILEIBKOB IOJIKHBI
IpeAsaraTb MEXaHU3Mbl PE3ePBHOTO KONIMPOBAHUS 1 BOCCTAHOBJIEHUS B Cllyyae OTEpH, TOBPEK/ie-
HUS WIM CIy4YailHOro yaajieHus ycTpoWcTBa. Miure KoLeabKkH, KOTOpble MPEeJOCTaBIIsAIOT YeTKUE
MHCTPYKLIMM O TOM, KaK C/IeJIaTh Pe3ePBHYIO KOIHUIO BAIErO KOIIEeJIbKA U BEPHYTh BAIlA CPEJCTBA.
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7. Penytarysi v OT3bIBBI: VI3yunTe peryTaiuio MOCTaBIIMKA KOIIEIbKa U MTPOUYUTANTE OT3BIBbI
WM OT3BIBBI MOJIL30BATENIEH, YTOOBI MOTYYUTDb MPEICTaBIeHUE 00 X HA/Ie)KHOCTH, MOAJCPKKE KITU-
€HTOB M OOIIIEM TOJTb30BATEIHCKOM OIIBITE.

8. bezomacHocTh MOOMIIBHOTO KollesbKa: Eci Bbl BbIOMpaeTe MOOWIIBHBIN KOIIeseK, yoem-
TECh, UTO TpOBaiiaep peanusyeT (PyHKIMU Oe30MacHOCTH, Takve Kak PIN-koapl, pacrio3HaBaHue
OTIEYATKOB MaJIbIIEB W JIMII, a TAKKe MU(pPOBAHUE AJIs 3aLIUTHI BAIlIEroO KOIIeIbKa Ha MOOMITBHBIX
YCTPOMCTBAX.

9. Croponnue uHTerpanuu: HekoTopble MOCTAaBIIMKM KOIIEIBKOB MPEAJIaraloT WHTET PO
C JIIpyTMIMU CEepBHCaMM, TAKMMHU KakK OMPKH, NELEHTPATU30BaHHbIE MPUJIOKEHUS WM TUIATeXHbIE
1utio3sl. [Togymaiite, COOTBETCTBYIOT JIM TAKHE MHTET ALY BallIMM NOTPEOHOCTSIM U ITPEATIOYTEHUSIM
B UCIIOJIb30BAaHHH.

10. Tonaepxka kiueHTOB: [IpoBepbTe NOCTYNMHOCTh M OT3BIBUMBOCTD KAHAIOB TMOIIEPKKH
KJIMEHTOB TpoBaiifiepa KollenbKa. bricTpas 1 none3Has nojiepkka KIMEHTOB MOXKET UMETh pellla-
foliee 3HaAUYeHUe, eClT Y BaC BOBHUKHYT Kakue-Iu00 mpoOieMbl MM BO3HUKHYT BOIPOCH! O BallleM
KOIIIEJIbKE.

[NomuuTe, yTO GE30MacHOCTh Balled MU(pPOBON BATIOTH B 3HAUYMTEIHHOW CTETICHU 3aBUCUT
OT TOCTAaBIIMKA BaIllero Koienbka. [loTpaTsTe BpeMsi Ha MCCIE0BaHME W BHIOEPUTE HAJIEKHOTO
1 O€30MaCHOr0 MOCTABIIMKA KOIIEIbKOB, KOTOPBI COOTBETCTBYET BaIllUM MOTPEOHOCTSIM U TPE.IIo-
yTeHUsIM. PerynsipHo oOHOBIsIITE IPOrpaMMHOE OOeCTIeYeHre CBOETO KOIIIeIbKa U CIIeIyiTe repe-
JOBBIM METOJIaM, YTOOBI 00eCTiednTh O€30MaCHOCTD BAIlIMX 3aMacoB MU(POBON BATIOTHL.
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Co31aHne KouieJbKa

Coznanue 1udpoBOro Koleiabka — 3TO MEPBbId Iar K 0e30MacHOMY XpaHEHHIO W yIIpaBJie-
HUIO Baulel LugpoBoil Bamotoi. [Iporiecc MoxkeT BapplpoBaThCs B 3aBUCMMOCTH OT TUIIA KOLIEJIbKA,
KOTOpBIY BB BeIOEpeTe. BoT o01mue miaru, KoTopsie HOMOTYT BaM CO3/aTh IIU(POBOI KOIIEJeK:

1. Beibepure Tun Korenpka: Ornpenenure TUMN HUAMPOBOro KOIIEIbKa, KOTOPBIA BB XOTHUTE
CO371aTh, UCXOMS M3 BAIIMX MPEANIOYTEHUI 1 TpeOoBaHuil Oe3onmacHocTH. PaccMoTpuTe Takue Bapu-
AHTBI, KaK MTPOTrPaMMHBIE KOIIIEJIBKH, armapaTHble KOIIEIbKU I OyMaXXHble KOIIEIbKH.

2. Wccnenyiite MOCTAaBIIMKOB KOIMIETbKOB: VIIUTE aBTOPUTETHBIX MOCTABIIMKOB KOIIEHKOB,
KOTOpbIE MpeJIaraloT BHIOPaHHBIN BAMU THUII KOIIEJIbKA. YUUTHIBaiTe Takue (paKTophl, Kak Oe3omac-
HOCTb, MOJIb30BaTEeIbCKUN UHTEP(ENC, COBMECTUMOCTD U TIOAJIEPKKA KJIMEHTOB.

3. IMocetute BeO-caliT mpoBaiaepa Koleabka: 3aiiuTe Ha BeO-calT BHIOPAHHOTO BaMU TTPO-
Baiiziepa KollenbKka. YOeauTech, 4To Bl roceniaete OpuIraIbHbIA CalT, 9TOOb N30€KaTh (PUITMHTO-
BBIX aTaK WM MOIIEHHIYECKHX ycayr. He TopornuTech, 4ToOb MPOCMOTPETH COIEPKUMOE BeO-caiTa
Y TIPOBEPUTD €T0 MOAJTMHHOCTb.

4. Beibepute «Co31aTh yUETHYIO 3aIUCh» WM «Havyare»: HaliiuTe KHOMKY WJIU CCBUIKY, KOTO-
pasi MO3BOJIUT BaM CO3/1aTh HOBYIO YUETHYIO 3allCh WJIA HAyaTh MPOLECC CO3/IaHUs KOILEJIbKa. JTO
MOXET ObITh TOMEUEHO MO-PAa3HOMY B 3aBUCHMOCTH OT TOCTABIIMKA KOIIEJbKA.

5. 3amonaute peructpanuonHyio dopmy: [IpegocraBere HeoOXomuMyo WHGOPMAIUIO IS
CO3[JaHMsI YUYETHOM 3alMCU KOILIeJbKa. DTO MOXET BKJIOYaTh Ballle UM, aJpec 3JEKTPOHHOU
MOYTH ¥ naposb. CreyiiTe JII0ObIM JOMOTHUTEIBHBIM HHCTPYKIIUSM WM TPEOOBAHUSIM, YKa3aHHBIM
MOCTABUIMKOM KOLIEJIbKA.

6. Hacrpoiite nByxdaxkTtopHylo ayreHTu(pukauuio (2FA): BkmounTte JBYX(PAKTOPHYIO ayTeH-
TU(UKAIIIO, €CJIM MPOBaiiep KollleIbKa mpejiaraet 3ty gyHkiuio 6e3onacHoctu. 2FA nobdasiser
JOTIOJTHUATEJbHBIA YPOBEHb 3aIlUThI, TPeOys. BTOPOTO IIara MpOBEPKH, TAKOTO KaK KOjI, CTeHEepUpo-
BaHHBIN MPUJIOKEHUEM ayTeHTU(DUKAIIMY WA OTIPABJICHHBIN Ha Ballle MOOMIIBHOE YCTPOMCTBO.

7. 3amuTtute cBOM Korresek: CreayiiTe MHCTPYKIIUSAM MOCTABINMKA KOIIeTbKa, YTOOBI 3alllu-
THUTb CBOH KOIIIEJIEK. DTO MOKET BKJTIOUATh B ceOs1 HACTPOMKY HAaJIEKHOTO NTApOist, BKJIIOYEHHE JOTION-
HUTEJIbHBIX (DYHKIIMI O€30MacHOCTH M MPOCMOTP NMapamMeTpOB PEe3epBHOTO KONMMPOBAHMS U BOC-
craHojieHus1. [IpumuTte HEOOXOIUMbIE MEPHI TTPEAOCTOPOKHOCTH, YTOOBI 3AIIUTUTH CBOM KOIIIENIEK
OT HECAaHKLIMOHUPOBAHHOI'O JIOCTYIIA.

8. 3anmmmrte (hpasy WM KJII0Y BOCCTAaHOBJIEHUS: HeKOoTOpbIe KOIeIbKH, 0OCOOEHHO IPOrpaMM-
HbIE, PEIOCTABJIAIOT (hpa3y WM KJIIOU BOCCTAHOBJIEHHUS B ITPOLIECCE CO3/JaHU S KOLLEJIbKa. DTO UMEET
peluaolee 3HaueHue J1sl BOCCTAHOBJIEHUSI BAILIEro KOUIEIbKA U CPENICTB B Cllyyae MOTEpU YCTPOil-
CTBA WJIM MOBPEKACHUS KOIIeIbKa. 3anuimuTe (ppa3y WK KI0U BOCCTAHOBJIEHUSI M COXPAHUTE UX
B HaJIe)KHOM MECTE B ABTOHOMHOM pEKUME.

9. IlonTBepanTe M aKTUBUPYHTE CBOU Kollesek: HekoTopsle MOCTaBUIMKY KOIIEIbKOB MOTYT
noTpedoBaTh OT BaC MOATBEPAUTH CBOU apec MEKTPOHHOW MOYTHI MJTH 3aBEPILIUTH MTPOIIECC AKTUBA-
1yn. Crieyite MHCTPYKIMSIM, TTPEAOCTABJIEHHBIM MTOCTABIIMKOM KOIIEJIbKa, YTOObI 3aBEPIINTS Iark
MPOBEPKHU M aKTUBAIHH.

10. Tlomyuurte JOCTynm K CBOEMY KOUIEJbKY M O3HaKoMbTech ¢ HuUM: [locne Toro, kak Bain
KoIlleJIeK OyAeT CO3/laH U aKTUBHUPOBAH, BOMJWUTE B CBOIO YUETHYIO 3aIKCh, YTOOBI MOTYYUTh JOCTYI
K uHTepdeiicy Komenbka. [loTparsTe Bpemsi, YTOOBI U3yUUTh BOSMOKHOCTH KOIIEJbKa, MOHATH, KaK
OTIPABJIATH U MOJIy4YaTh CPEICTBA, M O3HAKOMUTBCS C TIOJIb30BATEILCKUM UHTEP(ENCOM.

[MoMHMTE, YTO KOHKpETHBIE IIark MOTYT pa3iuyaTbCsi B 3aBUCHMOCTU OT TOCTaBIIMKA
KOIIIeJIbKa M TUIa BHIOPaHHOTO BaMHU KolllesbKa. Beerna crieyiiTe MHCTPYKIIUSAM M peKOMEH/ 1AM
MOCTABIIMKA KOIIEJbKa, YTOOBI 00eCIeunTh OE30MacHOCTh BaIllero KoIleabKa 1 3armacoB Mud)poBoi
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BAJTIOTHL. 3alUTUTE yUETHbIE JaHHBIE [IJI1 BXO/Aa B CBOM KoIlleJeK U (ppa3y/Kiiod BOCCTAaHOBJICHUS,
YTOOBI TIPEJIOTBPATUTH HECAHKITMOHUPOBAHHBINA JOCTYIT U BO3MOKHYIO ITOTEPIO CPECTB.
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HacTtpoiika mep 6e30macHOCTH (HanmpuMep, Ha/le;KHbIe
napoJu, AByx(gakropHasa ayreHTu(puKanmsi)

3amuTa Bamero nudpoBoro Koueabka MMeeT IMepBOCTENIeHHOE 3HAYSHHUE JIJIs1 3aIUThI BAIlIUX
aKTUBOB B IIM(poBOH BamoTte. BHenpeHne crporux mep Oe30MacHOCTH MOMOTaeT 3allUTUTh Balll
KOIIIeJIeK OT HECAaHKIIMOHMPOBAHHOTO JOCTYIIA U MOTEHIMAIBHBIX PUCKOB. BOT HEKOTOpbIE BaXHBIE
Mepbl 0e3011aCHOCTH, KOTOpbIE CJEAYeT YUUThIBAT:

1. Hapexwusiil mapons: Co3paiite HaeKHbIA YHUKATbHBINA MAPOJIb AJIs1 CBOETO KollesbKa. Yoe-
JWUTECH, YTO OH JUIMHHBIN, BKJIIOYAET KOMOMHAIIMIO MIPOITUCHBIX U CTPOYHBIX OYKB, (P U CIIeAaITb-
HBIX CUMBOJIOB. M30eraiiTe NCNONb30BaHMS JIETKO yragbiBaeMoi MH(pOPMAIIMH, TAKON KaK BaIlle UMsI
WM Jata pokaeHus. PaccMoTprTe BOBMOKHOCTD MCTIOMb30BAaHUS HAJIEKHOTO MEHeKepa Mmaposneit
1J1s1 6€30MaCHOTO XpaHEHH s MapoJied U YIPaBICHUs UMH.

2. IByxdakrtopHas ayreHTh(]uKams (2FA): mo Bo3MOKHOCTH BKJIIOYAWTE ABYX(PaKTOPHYIO
ayteHTH(pUKaIMo. 2FA no0aBiseT JONOIHUTETBHBIN YPOBEHb 0€30IacHOCTH, TPeOysl BTOPOTO IIara
MIPOBEPKH B JOMOJHEHME K BaremMy naposmo. OOBYHO OH BKJIOYAeT B ceOsl MCMOMb30BAaHUE OJHO-
pazoBoro naposiss Ha ocHoBe BpeMeHH (TOTP), creHepupoBaHHOTO MPUJIOKEHUEM ISl IPOBEPKU
MOJUIMHHOCTH, MojydyeHrue SMS-KOI0B MM UCHOJIb30BAHME alapaTHhIX TOKeHOB. Bkimounte 2FA
B HACTPOMKAX KOIIIEIbKa U CIAEAyiTe MpeaocTaBIeHHbIM HHCTPYKIIUSIM 110 €r0 HACTPOUKE.

3. buomerpuueckas ayreHTr(uKanusi: Eciam Ba Komenek Wiv yCTPOUCTBO MOJJIEPKUBAET ee,
PaccMOTpUTE BOZMOXKHOCTD UCTIONB30BAHUS METOIOB OMOMETPUYECKON ayTeHTU(DUKAIINY, TAKUX KaK
OTIEYaTOK Majblia WM paclio3HaBaHue Juia. buomerpus odecrieunBaeT JONOTHUTEIbHBIN yPOBEHb
©€30MacHOCTH U 3aTPyAHsIET JOCTYI MOCTOPOHHUX JIMII K BallleMy KOIIIEJbKY.

4. O6HOBHUTE TpOrpaMMHOE oOecrieueHre Korenbka: OOHOBIISANTE MporpaMMHOe odecreye-
HHE KOIIIeJIbKa C TOMOIIIBIO TIOC/IeJHUX BEPCUI 1 UCTIpaBiieH it Oe3omacHoCTy. [IpoBaiinepsl Koleb-
KOB PETYJISIPHO BBIITYCKAIOT OOHOBJICHU S /151 yCTPAHEHU S yI3BUMOCTEH 1 TIOBBIIIICHU 1 O€30I1aCHOCTH.
PerynsipHo npoBepsiiiTe Ham4re OOHOBJIEHHIA M CBOEBPEMEHHO YCTaHABIIMBANTE X, YTOOBI BOCIIOJb-
30BaThCs MOCIETHUMH YIYUIIEHUSIMU Oe30MacHOCTH.

5. Cpenaiite pe3epBHYIO KOIIMIO CBOETO KOILEJbKa: CIeJyHTe WMHCTPYKLMSIM IO pPEe3epB-
HOMY KOMMPOBAHUIO, PEJOCTaBJISHHBIM MTOCTABIIMKOM Balllero Komenabka. Co3aaBaiite peryssipHbie
pe3epBHbIE KOMMU JAHHBIX BAIIIEro KOIIeNbKa U HA/IE)KHO XPAaHUTE UX B ABTOHOMHOM WJTH 3amugpo-
BaHHOM XpaHWIMIIE. DTO rapaHTUPYET, YTO Bbl CMOKETE BOCCTAHOBUTH CBOW KOIILIEJIEK M CPEICTBA,
€CJIM Ballle YCTPOWCTBO OYIIET MOTEePSHO, YKPAJAECHO WM MPOU30MIET TEXHUIECKU COOM.

6. 3amuTHTe CBOM YCTPOMCTBA: YOEAUTECh, UTO YCTPOMCTBA, KOTOPHIE BBl MCHOJIB3YETe IS
JOCTyNa K CBOEMY KOIIIGJIbKY, TaKMe KaK KOMITBIOTEPBl MJIM MOOWJIbHBIE YCTPOICTBA, 3alMUIIECHbI.
YcraHoBHUTE HaZekKHOE AHTMBUPYCHOE IMPOrpaMMHOE oOecredeHre, OOHOBIISWTE OMEpaliOHHYIO
CHUCTEMY U TIPUJIOXKEHHUS], a TaKxke n30eraiTe 3arpy3Ky I Mepexo/a 1o Mog03pUTeTbHbBIM CChUTKaM
w daiam. ByabTe OCTOpOXKHBI TIPY UCTIONB30BAaHUHU OOIIEAOCTYITHBIX ceTeid Wi-Fi, Tak kak oHU
MOT'YT TIPEJICTABIISATH YIpo3y Oe30MacHOCTH.

7. Octeperaiitech MOMBITOK (puiHra: Bynpre GAUTENbHB B OTHOIIEHUH MOMBITOK (PUIIMHTA,
KOTJja 3JI0YMBIIIIJIEHHUKH TIBITAIOTCS OOMaHOM 3aCTaBUTh BAC PACKPHITh YUETHbIE IAHHBIE IS BXOAA
B Balll KOILIEJIEK WK JPYyrylo KoHpuAeHMaIbHy0 nHpopmanuio. He nepexoaure no nopo3puresib-
HBIM CChUIKAM M He TMPEAOCTABISANTE JTMUHYI0 MH(OPMAIIMIO B OTBET Ha HEXeJlaTebHbIe 3arpoCh.
Bcerma mpoBepstiiTe IOAIMHHOCTH COOOIIEHUS, TTPEk/Ie YeM MPEANPUHUMATh KaKne-TH00 AeHCTBUS,
CBSI3aHHBIE C BAIIIUM KOIIEIHLKOM.

8. BezonacHocTh ¢pusnyeckoro kouenabka: Eciv Bbl Mcnonb3yeTe annapaTHblid KOUIEIeK WU
pacnevatan OyMaKHBIH KOIIeJIeK,, IPUMHUTE Mepbl (PU3UIECKOI Oe30aCHOCTH /IS MX 3aIIUThI. Xpa-
HUTE anmaparHble KOIeJbKHA B Oe30MacHOM MecTe, HalpuMep, B ceiide wim celipe, a OymMaxkHbIe
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KOIIIEJIbKYA XpaHUTe B OE30MaCHOM U OrHeyropHoOM mecTe. [IpenoTBpaTuTe HeCaHKIIMOHUPOBAHHBIH
JOCTYII ¥ MIOBPEXIEHUE ITUX (PUBUUECKUX KOILIEIbKOB.

9. Bynpre 0CTOPOKHBI CO CTOPOHHUMHU cepBrcamiu: [IposiBIIsiiiTE OCTOPOKHOCTD ITPU UCIIONB30-
BaHUM CTOPOHHUX CEPBUCOB B COYETAHMU C BAILIMM KOILIEJIbKOM, TAKUX KaK ITPUJIOKEHUS 1Sl yIIpaB-
JIEHUsI KOIIEeJIbKOM WM OHJIaiH-TUIaTopmbl. [IpoBepbTe HaJIe:KHOCTh M OE30MaCHOCTh ITUX Cep-
BHUCOB, MPEXKAE YeM MPEAOCTaBIATh UM JOCTYI K MH(OpPMALIMU BalIEro KOIIENIbKA WX 3aKPbIThIM
KJIIOYaM.

10. Bynpre B Kypce: ByapTe B Kypce MocieHIX MPakTUK 0e30MacHOCTH, HOBOCTEH U Ipeyrpe-
KJEHUM, CBSAI3aHHBIX C IIM(POBBIMU BATIOTaMH M KouleabkaMmu. Ciequre 3a aBTOPUTETHBIMU UCTOY-
HUKaMU U COOOIIECTBAMU, YTOOBI OBITh B KYpCce BOSHUKAIOIIHMX yIpo3 Oe30MaCHOCTH U JTy9IIHX MTPaK-
THK oOecrieueHnsi 0e30MacHOCTH KOIIIENbKa.

Peanu3yst 311 Mepbl 0€30MaCHOCTH, Bbl 3HAYUTEIIHHO MOBBIINIAECTE 3AIIUTY CBOETO IIU(POBOTO
KOILIEJIbKA ¥ CHUKAeTe PUCK HECAHKLIMOHM POBAHHOTO AOCTYIIA WM IOTepU cpeAcTB. Beerna yaensiite
MIPUOPUTETHOE BHUMaHUe OE30MACHOCTU U PETYJISIPHO MepecMaTpuBaiiTe U OOHOBJISITE CBOM MEpBhI
0€30MacHOCTH, YTOOBI aJANTHPOBATHCS K MEHSIIOIIMMCS YTPO3aM.
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Pe3epBHOEe KONUPOBaHNeE Ballero KomeJabKa

PesepBHOe KOIMMpOBaHME BaIllero KOIIENbKa SBISIETCS BaXHBIM IIarOM B OOecIieueHnu Oe3-
OINACHOCTH BAllIMX aKTHUBOB B LIU(PPOBOM BaIIOTE. DTO rAPAHTUPYET, YTO Bbl CMOKETE BOCCTAHOBUTH
CBOM KOILEJEK M MOJYyYUTh JOCTYIl K CBOMM CPE/ICTBAM B CiIydae IOTEpH, NMOBPEXKICHUS YCTPOM-
CTBA WJI IPYTHX HEMIPEIBUICHHBIX OOCTOSITENILCTB. BOT 11aru As1s1 pe3epBHOTO KOMMPOBAHUSI BAIIIETO
KOILIeJIbKA!

1. Pazbeputech B mporiecce pe3epBHOro KonupoBaHusi: O3HaAKOMBTECH C MPOIIECCOM Pe3epB-
HOT'O KOIMPOBAaHMS, XapaKTepHbIM ISl BAlLlero MOCTAaBUIMKA KOUIeIbKa. Pa3Hple KOLIETbKH MOTyT
MMETh HEMHOTO Pa3HbIe MPOLIETY Pbl, TO3TOMY 00paTUTECh K JIOKYMEHTAIMHY KOIIeJIbKa UM pecypcam
MOJACPAKKH [JIsI IOJTyYeHHsI TOAPOOHBIX MHCTPYKIIUM.

2. Onpepenute MeTof pe3epBHOr0 KomupoBaHust: Kommenbky 0ObIYHO Mpe/iaraioT OfH W
HECKOJIbKO METOJIOB pe3epBHOro KomupoBaHus. K HanOonee pacnpocTpaHeHHBIM METO/IaM pe3epB-
HOT'O KOITMPOBAHUS OTHOCSITCS:

a. ®paza BoccraHoBeHUs win Seed: HekoTtopsle Kolenbky reHepupyloT ¢pa3y BOCCTaHOB-
JIEHUS] WJIM HaYaJIbHOE YKCIIO B MPOLIECCE CO3JAHMsI KOIIENbKa. DTO CITUCOK CJIOB, OOBIYHO JIMHOM
oT 12 10 24, KOTOpPbIN CITY)KUT Pe3ePBHOI KOMMEN 3aKPbITHIX KJIIOUEH Balllero KOIIeabKa. 3anuiuTe
(ppasy BoccTaHOBJIEHMSI TOUHO U B MPABWIBHOM MOpsAKE. XpaHUTE €r0 B HAJEKHOM MeCTe, Keja-
TEJILHO B HECKOJIBKUX (PU3NYECKUX MECTaX, TAKMX KaK HaJleXKHBIN cefd nim ceud.

b. daiin pesepBHOil kKomuu: HekoTopble KOIIENbKM MO3BOJSIIOT CO3JaTh (paill pe3epBHOM
KOIHH, COZIEPKAIMI 3aKPBIThIE KJIIOUM BAILIEro KOIeJbKa Wi 3aiugpoBaHHble JaHHble. HanexxHo
XpaHUTe 3TOT (pailyl Ha BHEIIHUX YCTPOMCTBAX XpaHeHus, Takux kKak USB-Hakonurenu wim 3amud-
poBaHHOE oOauHOe XpaHwmie. 3amudpyite ¢aiil, eclii 3T0 BOZMOXKHO, IS IOTIOTHUTETLHOTO
YPOBHS 3aIIIUTHI.

c. Bymax#srii koresniek: Ecim y Bac ecTh OyMaKHBIN KOIIIENIEK, CIeIaliTe HEeCKOIBKO ero KOMUi
Y XpaHUTe MX B OE30MacHBIX MecTax. YOeauTech, 4TO KOIMUKM HE MOTYT OBITh JIETKO TMOBPEXICHbI
WM JOCTYIHBI 1S IpYyTUX. PaccMoTprTe BO3MOKHOCTD JIAMUHUPOBAHH S OyMa)KHOTO KOIIIEJTbKA FITH
UCTIONb30BAHUS APYTUX 3AIUTHBIX MEp VISl IPEeJOTBPAIEHuUs (PU3MUECKOro U3HOCA.

3. CriepyiiTe MHCTPYKIIUSIM 10 Pe3epPBHOMY KONMPOBaHUI0: BHUMAaTEIbHO clielyiiTe MHCTPYK-
IIUSIM TTOCTABIIMKA KOIIEJbKa 0 pe3epBHOMY KOMUpoBaHMo. OHU MOTYT BKJIIOYATh B ceOs1 onpejie-
JIEHHbIE ITIaT¥ WM TIOJICKAa3KU B MHTep(erice KOIelbKa, YTOObl HaYaTh MPOIECC PE3ePBHOIO KOIH-
poBaHus. HekoTopble KOIIeNIbKY Takke MPeJOCTaBIAI0T HAIIOMUHAHUS WM TOJCKAa3KK PE3epPBHOTO
KOMMPOBAHUS Yepe3 peryssipHble MPOMEXKYTKH BPEMEHH.

4. IlpoBeppre pe3epBHyI0 kKonuio: Ilocie Toro, Kak Bbl 3aBEPLIWIM PE3EPBHOE KOIMPOBAHMUE,
BaXXHO MPOBEPUTH €ro (PyHKIMOHAIBHOCTh. B 3aBUCHMMOCTH OT METOAa pe3epBHOTO KOMMUPOBAHUS
KOIIIEeJIEK MOXKET MPEAJIOKUTh BO3MOKHOCTh BOCCTAHOBJICHHSI UJTH UMITOPTA PE3ePBHON KOITUH, YTOObI
yOeaUThCsI, YTO BHI MOXKETE YCIIENTHO BOCCTAHOBUTH CBOM KOIIIEJEK C TIOMOIIBIO IAHHBIX pe3epBHOM
KOMUH. BBIMOMHNUTE TECTOBBII MPOIECC BOCCTAHOBJIEHUS, YTOOBI YOSIUTHCS, UYTO Ballla pe3epBHAsI
KOMMS TOYHA M YTO Bbl MOXETE MOJIYyUUTh JOCTYIl K CBOEMY KOIIIEIbKY C BOCCTAHOBJIEHHBIMU JIaH-
HBIMU.

5. PerynsipHo oOHOBIIstiiTe pe3epBHble Korun: KpaiiHe Ba)KHO MOAJEP/KUBATH BALM PE3EPBHBIC
KOIWH B aKTyaJIbHOM cocTostHuM. Eciti BB 100aBisieTe HOBBIE aipeca, FeHepupyeTe HOBbIE 3aKPhIThIC
KJIIOYM UJTM BHOCUTE CYITIECTBEHHbIE N3MEHEHHSI B CBOM KOIIIeJIeK, YOeIUTeCh, UTO Bbl COOTBETCTBYIO-
M 00pa30M OOHOBJISIETE CBOU pe3epBHbIE KOMUK. PeryisipHo mpocMarpuBaiite M OOHOBJISIITE CBOM
pe3epBHbIE KOIHMHU, YTOOBI MOIEPKUBATH CAMYIO TTOCIIEIHIOI BEPCHIO JAHHBIX BAIIErO KOIIEJIbKA.

6. HanexxHo xpaHuTe pe3epBHble KOMUu: OTHOCUTECHh K PE3EPBHBIM KOIUSIM CBOETO KOILIEJIbKa
KaK K KOH(UAEHIMAIbHOW M LeHHOW MH(popMaimu. HanexxHo XxpaHWTe MX B aBTOHOMHOM WU
3amM(pPOBAHHOM XpaHWIMIIE. 3alUTUTE UX OT (PU3MUECKUX MOBPEXAECHUI, HECAHKIIMOHUPOBAH-
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HOT'O JIOCTyNa ¥ TOTEHIMAIBHOW MOoTepu. PaccMoTpuTe BO3MOXHOCTD MCHOIb30BAaHUSI HECKOJBKUX
MECT XpaHEeHHUs WM METOIOB, YTOOBI 00eCHeYnTh M30BITOUHOCTh U 3aIUTY OT HENpeABUACHHBIX
COOBITUT.

7. 3amuTuTe pe3epBHbIE MApoiv WM MaposibHble (pasel: Ecm pe3epBHas KoOmMus Baliero
KOIIIeJIbKa 3allMIIeHa MapoJieM WM 3almdpoBaHa, yoeauTech, YTO Bbl IOMHHUTE MApOIIb WM TTAPOJTb-
HyI0 (ppasy. XpaHHTE ero OTACIBHO OT PE3epPBHBIX KOMHUM, KeIaTesbHO B O€30MAaCHOM MEHeKepe
naponeit uim 3amugpoBaHHOM XpaHWIMIe. ByabTe BHUMATEIbHBI K 3allUTe 3TOW MH(MOpMAalUH,
YTOOBI MPEAOTBPATUTH HECAHKITMOHUPOBAHHBIN JOCTYI K BAIIIMM PE3EPBHBIM KOIIHSIM.

8. [TomuuTe 0 1UppoBOM Xxpanuiuiie: Eciv Bbl XpaHUTe CBOM pe3epBHbIE KOMUU B IU(PpPO-
BOM BUJIE, HCIOJIL3YHTe Oe30IacHble BApHAHTHI XpaHeHus. 3amudpyite (hailyibl WU UCTIONb3YHTe
3aIuTy naposeM. BeiOupaiite Haie)KHBIX TTOCTABITMKOB OOJTAYHBIX X PAHMIIUIIL C HaIE)KHBIMH MEPAMHU
Oe3omacHOCTH. PeryisipHo OTCIeKUBATE U OOHOBJISITE HACTPOUKU O6€30MacHOCTH IGPOBOTO Xpa-
HWIHILA, YTOOBI CBECTH K MUHIMYMY PUCK HECAHKIIMOHMPOBAHHOTO JIOCTYTIA.

9. IonaepxuBaiiTe U30BITOYHOCTh PE3EPBHBIX KOMUU: PaccMoTpuTe BO3MOKHOCTD CO3/IaHUS
HECKOJIbKUX PE3EPBHBIX KOMWI Ballero KOIIETbKa, YTOObI YBEIHMUUTh W3OBITOYHOCTb. DTO MOXKET
BKJTIOYATh MCTIOIb30BAHME PA3IMYHBIX METOMOB PE3EPBHOIO KOMMPOBAHMS, TAKMX KaK KOMOMHAIIUS
(pa3 BoccraHOBIIEHUS, (DAIOB PE3EPBHBIX KOMUI M OYMaKHBIX KOIIETbKOB. MI30BITOYHOCTD TOMO-
raeT CHU3UTh PUCK MOTEPH, ECJIM OfIHA pe3epBHAsi KOMUsI CKOMIIPOMETUPOBAHA WJIM HEJOCTYITHA.

10. Tlepuoguuecku npoBepsiiTe LIEJIOCTHOCTh PE3EpBHBIX Komuil: PeryssipHo mnposepsiite
LEJIOCTHOCTh PE3EPBHBIX KOIUM, YTOOBI yOSQUTHCSI, YTO OHU JOCTYIHBI ¥ TOYHBL. DTO MOKET BKJIO-
YaTh BOCCTAHOBJIEHHE PE3EPBHOM KOIMUM KOIIENEUKA WK CBepKa (Ppa3bl BOCCTAHOBJICHUSI C OPUTH-
HAJILHBIM KOIIIEJIBKOM, YTOOBI MOATBEPIUTH €€ MPaBUIBHOCTb.

PesepBHOe KOIMMpOBaHME BaIllero KOIIENbKa SBISIETCS BaXHBIM IIarOM B OOecIieueHnu Oe3-
OIMAacHOCTH Barel g poBoil BamoTel. Cleays 3TUM IIaramM U peryasipHO OOHOBIISISI U TTOAJCPKH-
Basi CBOM PE3epBHBIC KOMUM, BBl MOXETe OBITh YBEPEHBI, UTO Balll KOIIIEIEK M CPEICTBA OCTAHYTCS
JOCTYIHBIMU JJaKe B CJIOKHBIX CHUTYaIIUsIX.
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I'naBa 3: 3apa6oTok nudpoBoil BaJIOThI

Bo3mo:kHOCTH (ppuIaHCca U yAaJeHHOH padoThI

dpunaHc 1 BO3MOKHOCTH yIAJIEHHOW paOOThl CTAHOBSITCS BCe OoJIee TOIMyISIPHBIMU 1 JIOCTYTI-
HBIMU, TTpejyIarasi JIOAsAM rMOKui rpapuk paboTHI U3 JTI0OOro MecTa U TMOJTyYeHHsI I0X0/1a Ha CBOUX
yCJIOBUSAX. BOT HECKOJIBKO BO3MOXHOCTEM, KOTOpbIE CJEAYeT U3yUUTh IPH MOUCKE (pprilaHCca U BO3-
MOXHOCTEH y/laleHHOW padoTHI:
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasinen OO0 «JIutpec».

IIpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB II0OJHYIO JIETaJIbHYIO Bepcuio Ha JluTpec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
coOom.
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